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Adversary Goal
Student To have fun snooping on people’s e-mail
Cracker To test out someone’s security system; steal data
Sales rep To claim to represent all of Europe, not just Andorra

Businessman

To discover a competitor’s strategic marketing plan

Ex-employee | To get revenge for being fired

Accountant To embezzle money from a company
Stockbroker To deny a promise made to a customer by e-mail
Con man To steal credit card numbers for sale

Spy To learn an enemy’s military or industrial secrets
Terrorist To steal germ warfare secrets
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Cipher Author Key length Comments

Blowfish Bruce Schneier 1-448 bits | Old and slow

DES IBM 56 bits | Too weak to use now

IDEA Massey and Xuejia 128 bits | Good, but patented

RC4 Ronald Rivest 1-2048 bits | Caution: some keys are weak
RC5 Ronald Rivest 128-256 bits | Good, but patented

Rijndael Daemen and Rijmen 128256 bits | Best choice

Serpent Anderson, Biham, Knudsen | 128-256 bits | Very strong

Triple DES | IBM 168 bits | Second best choice

Twofish Bruce Schneier 128-256 bits | Very strong; widely used
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PU, | Alice's public PR, Alice 's private
key key
= ciphertext DIPR Y| —=
Y=E[PL, X]
Plaintext Plaintext

input Encryption algorithm Decryption algorithm output

{e.g. REA) (reverse of encryption

algorithm)




Select p. g
Calculate n=p x g

Caleulate din) = (p— Lig- 1)

Key Generation

p and g both prime

Encryption
Plaintext: M<n
Ciphertext: C=M* (mod n)
i
Decryption
Ciphertext: C
Plaintest: M= (mod m
Ciphertext (C) After decryption
f_}ﬁ
P3 (mod 33) c7 C7(mod 33) Symbolic
28 13492928512 19 S
21 1801088541 21 V]
20 1280000000 26 z
1 1 01 A
5 78125 14 N
5 78125 14 N
26 8031810176 05 E
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Calculate o d = el mod din)
Public key KU = [e. 1]
Privaie key KR = {d, n}
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Da(P)
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1. GET Bob's home page

2. Fake home page with E

Trudy

3. Er(Message)
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4. Eg(Message)
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| hereby certify that the public key

19836A8B03030CF83737E3837837FC3s87092827262643FFA82710382828282A
belongs to

Robert John Smith

12345 University Avenue

Berkeley, CA 94702

Birthday: July 4, 1958

Email: bob @superdupernet.com

SHA-1 hash of the above certificate signed with the CA’s private key

* *
(1] +RI|
Root et LY is approved.
o Its public key is
/ N } 47383AE349. ..
\ e __ | Root's signature
RA 1 RA 2

~_| RA 2's signature
CA5 N

Casispproma. CA 5 is approved.
e Its public key is
\ " . 6384AF863B. . .
CA 4

CA1 CA2 CA3
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